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March 21, 2011 

Do I need a Managed Switch? 

An Overview of Some Features a Managed Switch Offers 

If you answer yes to any of the following 6 points, you need a managed switch

 

 

 

 

Do you find yourself walking around the factory trying to determine which 

Ethernet link is down due to failed module or cable? (SNMP) 

 

YES            NO 

Are you exporting out information from your PLC through EtherNet/IP? 

(IGMP) 

 

YES            NO 

Do you need to isolate devices that are connected in the same switch while 

talking to other devices on different switches? (VLAN) 

 

YES            NO 

Do you have devices (ie Security Cameras) in your network that send 

information that is critical and where reduction of its throughput is simply 

not an option? (QoS) 

 

YES            NO 

Are you sending out a large amount of data between two switches and 

need to increase the bandwidth? (Trunking) 

 

YES            NO 

Is the downtime of your network starting to become so costly that the idea 

of it coming down makes you uneasy? (Redundancy) 

 

YES            NO 
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There are many features of a managed switch that can be daunting and sometimes confusing 

for people that do not have a networking background.  I think the first step is to figure out what 

you need in a network as a whole then move your way down to the details to find features you 

need in a managed switch.  Here are some features that a managed switch has that may but 

required for your system. 

SNMP (Simple Network Management Protocol) 

Simple Network Management Protocol (SNMP) is a protocol that allows the management of a 

network in a standardized way. Moxa’s MXView uses this protocol to recognize connected 

switches and other networking devices and then construct a topology for management.  With 

SNMP and the use of management applications, you can map out and monitor links that may 

otherwise be disconnected or miss-connected.  No more running around the factory looking at 

connected lights. 

IGMP Snooping (Internet Group Multicast Protocol) 

Some devices, especially the ones that run EtherNet/IP networks like Allen Bradley’s PLCs with 

network interfaces, send data to multiple devices at once.  The sending of data through more 

than one device at the same time is called Multicasting.  This can pose a problem since some 

devices may not need this data. Being constantly blasted by unwanted data can cause these 

devices to perform improperly.  Having IGMP (Internet Group Multicast Protocol) Snooping 

allows the Multicast data to be only sent to devices that want them. 

VLAN (Virtual Local Area Network) 

If you have multiple devices connected to different switches you can form a private network 

through the use of Virtual Local Area Network (VLAN). There are multiple ways to set up a 

VLAN. You can set VLAN in Port to Port 

basis or tag the data based on the 802.1Q 

standard. For Example, for port to port 

control, if you have 3 switches in a 

network ring and you want port 1 of switch 

1, port 1 of switch 2 and port 1 of switch 3 

to talk to each other exclusively, you can 

set up a VLAN for those ports and group 

them together. (See left image) 

Remote Access Security 

Another note is that some managed Ethernet switches like Moxa’s EDS-500 series or later 

provides security when accessing their manage switches by sending out data in SSL (Secure 

Socket Layer) or HTTPS (Hyper Text Transfer Protocol" with Secure Sockets Layer (SSL)). 

That’s what banks and other sites that require online transactions will have as format to ensure 

security as data transfers through the internet.  So any hacker trying to “listen in” while you log 

http://websearch.about.com/od/s/g/What-Is-Ssl.htm
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into your managed switch remotely to do some changes will have a hard time finding what out 

your password and username for that switch.   

QoS (Quality of Service)  

The importance of data that comes through your network is not always the same. Certain 

information like security cameras or critical controls cannot just slow down when heavy traffic 

occurs.  That’s where QoS (Quality of Service) comes in.  This feature allows you to assign 

information with different levels of priority in multiple ways such as IEEE 802.1P and 802.1Q 

tagging, Port specific QoS and ToS (Type Of Service) control.  So, if heavy traffic is starting to 

happen and data rates start to drop, using QoS will retain these high priority devices from 

slowing down and still get the quality information you need.  For Example, if your system uses 

VOIP (Voice Over Internet Protocol) phones, you may want to give your phone top priority. 

Trunking 

Essentially, what Port Trunking does is bundle a set of ports (two or more) together between 

managed switches to act like one big port.  So, if you have three 100Mbit ports free for switch 1 

as well as switch 2 then 

you Trunk them. You will 

then have 300Mbit of 

bandwidth flowing 

through between the 

managed switches.  

Devices interconnected 

using VLAN 802.1Q 

tagging can travel 

between Managed   

switches a lot more easily 

since you have more 

bandwidth in between. Also, this creates redundancy between the switches since if one of the 

three ports happens to go down; instead of losing your connection between switches, the 

bandwidth will drop to 200mbit.   

DHCP (Dynamic Host Configuration Protocol) 

When enabled, the managed switch will automatically assign an IP address to each device that 

supports DHCP so you don’t have to create an IP address to each one of your devices. The 

computer at home or office typically has this option enabled (it’s the “Obtain an IP address 

automatically” button). 

RMON (Remote Network MONitoring) 

RMON is a management information base (MIB) module that is used with SNMP (Simple 

Network Management Protocol) for more advanced network management. 

Redundant Power Input 
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A managed switch also comes with two power input to ensure that the managed switch remains 

operation if the main power supply goes down.   

Digital In and Relay Out 

These relay out capabilities are also in Moxa’s unmanaged EDS-300 series where the relay can 

be configured to trigger if the power or a port link goes down through the of DIP switches. 

Managed Switches also have this feature and can configure them via web browser, RS232 

console, or telnet. However, managed switches have more configuration options.  Managed 

Switches like Moxa’s EDS-500 series can enable the relays if the traffic has surpassed or 

reached a threshold.  Also, managed switches have digital inputs that can be used to trigger the 

relays. 

Warning by E-Mail 

Moxa EDS-500 series manage switch can be configured to send e-mail alerts in case links go 

down. 

Port Mirroring 

Port Mirroring copies data going in and out of a port or multiple ports (Source Port) to another 

port (Destination Port) for monitoring.  For Example, if you have a VIOP system, using Port 

Mirroring, the conversation between two phones or more can be copied and sent to the 

mirroring port to a recording device.   

Redundancy 

The standard link redundancy is Rapid Spanning Tree Protocol (RSTP) which is primarily used 

in office networks.  With this protocol, if a link goes down it will find another path to get to the 

switch within 6 seconds. A lot of times, however, especially for industrial controls, 6 seconds is 

way too long and RSTP can be cumbersome to set up. Because of this, industrial switch 

manufacturers created their own proprietary protocols to decrease down time and made the set-

up and configuration easy to do.  Being proprietary, these protocols are optimized only to work 

for their own brands of managed switches. Here are the proprietary protocols that our vendor 

offers, but first, I will mention a very popular industrial redundancy topology, the Ring Topology. 

Ring Topology 

There are multiple ways to organize the physical connection in a network (Network Topology). 

Some of them are Mesh, Bus, Star, Extended Star, Hierarchal and Ring. Each has their own 

strength and weakness in terms of management, efficiency, cost and reliability; however, 

industrial networks commonly use the Ring Topology to connect their managed switches 

together for reliability.  The network can be connected into one big Ring or a set of multiple 

smaller Rings depending on how your factory floor is set-up and how you want to organize the 

flow of data between switches.  For smaller Rings connecting them together also changes. The 

following diagrams show some Ring connections. 
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The left image shows two remote Rings 

where the two redundant paths are 

connected through two separate 

switches at each ring. (Dotted red lines 

are physical connection that remains 

inactive until a link goes down) 

 

 

 

 

The two redundant paths of a Ring go 

through a single switch of another remote 

Ring. (Dotted red lines are physical 

connection that remains inactive until a link 

goes down) 

 

 

 

 

One manage switch becomes a center 

for two Rings. (Dotted red lines are 

physical connection that remains 

inactive until a link goes down) 

 

 

 

 

 

 

Ring Coupling 

Dual Homing 

Dual Ring 
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Proprietary Protocols for Link 

Redundancy 

MOXA  

Turbo Ring: This is a proprietary 

Ring redundancy protocol with less 

than 20ms recovery time for up to 

250 switches or nodes. These can 

be set-up in multiple Rings (see 

Ring topology) from Dual Homing, 

Dual Ring, and Dual Coupling…and 

can “hang” on a RSTP network. 

 

Turbo Chain: A proprietary protocol by Moxa has a recovery time of less than 20ms for 250 

switches or nodes and enables a topology different from the Ring. What makes this one 

different is that the redundant line that completes the Ring does not have to be there (see Ring 

Coupling).  This will allow a wide variety of redundant Topologies. Turbo Chain can also “hang” 

on a RSTP network. 

 

 

 

 

 

 

 

 

 

 

This form of topology above cannot be realized in any other Ring based recovery protocols 

other than the Turbo Chain; since standard Ring Topologies has to end with itself then connect 

to the other Rings (look at the Coupling Ring in Ring Topology) 
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In this figure the white 

dotted line are cables that 

may otherwise be required 

to be laid down in any 

Ring Topology; however, 

for Turbo Chain that 

coupling is not required 

saving tons in cabling cost. 

 

 

 

 

 

 

 

 

 

 

This figure shows a set of Turbo Chains in an array for a Rail Network that has RSTP as their 

backbone redundancy protocol. 

Conclusion  

These are many reasons why a managed switch costs more than an unmanaged switch. 
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Reference Links: 

http://www.ccontrols.com/pdf/Extv6n1.pdf 

http://learn-networking.com/network-design/a-guide-to-network-topology 

http://www.moxa.com/newsletter/connection/2010/01/Turbo_Chain_Goes_Beyond_Standard_Et

hernet_Ring_Redundancy.htm 

http://www.moxa.com/newsletter/connection/2007/04/The_New_Generation_Turbo_Ring.htm 

http://www.moxa.com/Event/Net/2007/Turbo_Ring/index.htm 

http://www.moxa.com/event/net/2007/turbo_ring/solution.htm 

http://www.ecs.net.nz/Moxa_NZ/product/EDS-518A_more.htm 

http://faculty.washington.edu/blommers/snmp.pdf 

http://www.tcpipguide.com/free/t_TCPIPRemoteNetworkMonitoringRMON.htm 

http://www.moxa.com/support/faq/faq_detail.aspx?f_id=913 

http://www.miarec.com/faq/what-is-port-mirroring 
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