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This month’s Tech Corner will be the first of a two part series on Ethernet 

Communications, both wired and wireless. This first segment is meant to summarize the basics 

of networking security so you can make educated decisions when implementing a network for 

your application. Next month’s segment will discuss how to remotely access a Local Area 

Network (LAN) from remote locations anywhere in the world.  

 

 Managed Switch vs. Unmanaged Ethernet Switch 

Although there are many different varieties of Ethernet switches (gigabit, PoE, 

redundant, modular, ruggedized, etc…) the most important specification in regards to 

data security is whether it is managed or unmanaged. Here are the key differences 

between the two: 

  

Have you ever considered using wired or wireless Ethernet 

networking in your facility or your customer’s facility? If not, then 

this is the perfect time to start exploring the benefits and new 

possibilities that such a system will provide. If you’ve decided to 

stay away from this networking technology, it’s probably because 

you’re worried about unauthorized access to your private data. I’d 

like to tell you that with the information in this article and a little 

planning, anyone can confidently build a network that’s safe from 

the majority of online threats. We recommend using networking 

products from MOXA and Phoenix Contact because they can be 

trusted to secure even your most sensitive data. 
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o Unmanaged (  EDS-300 Series)  

 

 Unmanaged switches are not configurable. 

You can use their full functionality right out of 

the box (“plug-and-play”). 

 An unmanaged switch will transmit received 

data to any port that will accept it.  

 They will work well in low-traffic scenarios 

where no packet prioritization is needed. 

 Unmanaged switches are generally much less expensive than their 

managed counterpart 

 Unmanaged switches are always less expensive than their managed 

counterparts due to the increased complexity 

 Also see: EDS-200 Series 

 

o Managed (  EDS-500 Series)  

 

 Managed switches provide all the same 

functionality as an unmanaged switch 

while adding the ability to configure, 

manage, and monitor your LAN. 

 Better for high-traffic scenarios, Quality 

of Service (QoS) allows you to prioritize 

network traffic by designating high priority to critical traffic, bandwidth 

management prevents unpredictable network status situations. 

 Managed switches allow monitoring and alarming via Simple Network 

Management Protocol (SNMP) and local relays. In other words, you can 

see who is on the network and what they are doing, this helps detect 

unauthorized use. This feature can be tied to alarm functions so a 

warning can be relayed via email or relay. 

 Virtual LAN (VLAN) – Combining several separate wired LANs via a 

switch to create one contiguous network, this is fully controlled in the 

switch software 

 Port Lock – allows one to lock specific ports on the switch to restrict 

unauthorized access based on MAC address. This feature can also be 

used to create VLANs which can block certain information from specific 

computers within a hard-wired or wireless LAN. 

 Networking Redundancy: Spanning Tree Protocol (STP) and the newer 

Rapid Spanning Tree Protocol (RSTP) ensures delivery of the data in 

timely manner if a segment of your network goes down by providing an 

alternate data path. 

 Internet Group Management Protocol (IGMP) – snooping and MRP for 

filtering multicast traffic 

 See: EDS-400 Series, TN-5500 Series, IKS-6726 Series 

http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-300%20Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-205_208_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-505A_508A_516A_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-400%20Series%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/TN-5500%20Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/IKS-6726%20Series.pdf
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 Wireless Security 

o With insufficient security, the data you send wirelessly can be easily picked up by 

anyone with a wireless access point and a computer (or a modern laptop). 

Ideally, one wishes to make their data completely hidden and unreadable to any 

unauthorized party. Knowing the basics of wireless security will allow one to 

utilize all the benefits of wireless networking while ensuring the safety of their 

system. Below are the three most widely used wireless encryption protocols and 

their key features. For a more detailed read on this please click this link. 

 

o WEP (Wired Equivalent Privacy)   

  

 Equivalent to a cheap luggage lock 

 “Provides a basic level of security to prevent unauthorized 

access to the network and protect wireless data.” MOXA 

 Uses static encryption keys 

 Most pre-existing Wi-Fi hardware will support WEP. 

 Sufficient security for non-critical use but can be cracked in 

under 5 minutes 

 

o WPA (Wi-Fi Protected Access)  

 Equivalent to a hardened padlock 

 Created specifically to fix several serious weaknesses in the WEP 

protocol.  

 TKIP (Temporal Key Integrity Protocol) - 

changes the encryption key automatically, 

instead of a static key you enter a passphrase 

and SSID which create unique encryption keys 

for each client which change constantly 

 Most modern/new hardware will support WPA 

encryption 

 Should be considered secure for all but the 

most sensitive applications 

 Implements the majority of the IEEE 802.11i 

standard 

 

o WPA2 (Wi-Fi Protected Access 2)  

 Equivalent to an armored vault 

 Second generation of WPA 

 Requires hardware upgrade in most instances 

 Uses CCMP data encryption because it is 

more robust than TKIP 

 Top of the line security, recommended for all 

sensitive data applications 

 Implements the entire IEEE 802.11i standard 

http://techcorner.quantumautomation.com/Pdf%20downloads/MOXA%20AWG%20-%20Section2.2.pdf
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 Firewalls  

o A firewall is a piece of hardware and/or software that is 

designed to control access to a computer or network. It will 

scan all messages entering or leaving the network that 

pass through the firewall. Messages deemed as 

unauthorized are blocked while authorized ones are 

allowed to continue. The firewall bases its decision on a set 

of rules and other user-defined criteria. 

o Can filter out restricted access by IP address, MAC 

address, type of protocol, etc… much like a door or a gate.  

o A definite requirement if you have any part of your network accessible to the 

internet. If you have a wireless network, it’s always susceptible to attacks. 

o Quantum Automation carries two drop-in firewall devices 

  EDR-G903  

 Router/Firewall all-in-one 

 High performance Gigabit copper and fiber 

combo port 

 Redundant WAN backup for critical industrial 

applications 

 Firewall with Quick Automation Profile for 

common Fieldbus protocols 

 Network Address Translation (N-to-1, 1-to-1, 

and port forwarding) 

 Intelligent PolicyCheck and SettingCheck functionality 

 Redundant power 

 VPN available Q4 2010 

 

  FL mGuard 

 Please watch this YouTube Video for a quick overview 

 Router/Firewall/VPN all-in-one 

 stateful inspection firewall keeps track of the state 

of network connections, such as TCP streams or 

UDP communication 

 NAT address translation 

 Supports DHCP, DNS, QoS and VLANs 

 Anti-virus protection with support for HTTP, FTP, 

SMTP, and POP3 protocols 

 Built-in modem available 

 VPN available now! 

 

http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/FL%20mguard%20Manual.pdf
http://www.youtube.com/watch?v=Gxy33RbPdYU
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 VPN (Virtual Private Network)  

 

o Allows private data to be transmitted between two or more points without being 

visible to outside parties even if the data is being transferred through a local, 

wide-area, or even public network. A VPN is much like a virtual tunnel between 

networks or end devices. 

o Provides secure data encryption so even if the packets are intercepted by a 

determined thief, the contents are totally obscured. 

o VPNs are great at securely (and quickly) getting data from remote sites, 

customer locations, branch offices, etc. 
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Resources 

1. Want to see what can happen to a power generation facility when attacked by a hacker 

that knows only the company name, its DNS info and that it’s online? Click on the picture 

below. You will be surprised at how someone with so little knowledge of the system can 

wreak havoc. 

This is why you must ensure proper security in your facility: 

 

 

2.  - Industrial Wireless Guidebook 

3.  - Advanced Industrial Wireless Guidebook 

4.  - Ethernet Basics 

5.  - Managed vs Unmanaged 

6. Managed Switch Vs. Unmanaged Switch 

7. For additional reference: 

a. Ethernet 

b. Wired Equivalent Privacy 

c. Wi-Fi Protected Access 

d. Firewall (Computing) 

e. VPN 

 

WASHINGTON (CNN) -- 

Researchers who launched 

an experimental cyber 

attack caused a generator 

to self-destruct, alarming 

the federal government 

and electrical industry 

about what might happen if 

such an attack were 

carried out on a larger 

scale. 

http://techcorner.quantumautomation.com/Pdf%20downloads/Industrial%20Wireless%20Guidebook.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/2009_Moxa_Advanced_Industrial_Wireless_Guidebook_B5.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/Ethernet%20Basics.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/Managed%20vs%20Unmangaged%20-%20Cisco.pdf
http://www.ehow.com/about_5348701_managed-switch-vs-unmanaged-switch.html
http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/Wired_Equivalent_Privacy
http://en.wikipedia.org/wiki/Wi-Fi_Protected_Access
http://en.wikipedia.org/wiki/Firewall_(computing)
http://en.wikipedia.org/wiki/Vpn

