
 

techcorner.quantumautomation.com | 4400 East La Palma Ave. Anaheim, CA 92807. | P: 714-854-0800. | F: 714-854-0803  
 

June 29, 2010 

Remote Access Communication Solutions 

Do you ever wish that you could access your on-site Ethernet network but you’re in 

another city, state, or even continent? Wouldn’t it be convenient to send program updates, 

conduct device monitoring, or remotely control your automation products from the comfort of 

your home or office? If so, read on to find out how you can implement these functions in your 

system securely and inexpensively. 

This month’s Tech Corner focuses on remote access solutions. In other words, ways to 

access your Ethernet based LAN from distant locations such as your home, office, or off-site 

control center. By accessing your panel remotely, you can do many things including send 

program changes, monitor C-more HMIs, and download logged data. The following solutions 

are presented for the Productivity 3000 but can be applied to other PLCs as well.  

Wired Solutions 

1. LAN to Internet, Internet to PC 

The easiest way to remotely control a PLC, such as the Productivity 3000 shown here, is 

through the remote access feature inherent to Ethernet ready C-more HMIs. With 

minimal setup and no extra software, you can emulate and control your touch screen on 

any computer connected to the internet. 

 The first diagram below represents the unsecure method of internet based 

remote access. It features two unmanaged EDS-205 switches and no firewall to 

protect from unauthorized access. This means anyone can break in! 
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 The second diagram shows the most secure and robust method of configuration. 

Instead of two unmanaged switches, the EDS-505A is used instead. They feature 

the ability to block access based on MAC address and create VLANs (Virtual 

Local Area Networks) to control who can access the P-3000 data. The EDR-

G903, described at the end of this, is placed between the internet and the 

managed switch to block all unwanted incoming traffic. This is the ideal solution: 

 

a. Advantages: Easiest to set up and maintain, no extra hardware required, multiple 

levels of security (utilizing a managed switch will greatly increase protection), can 

be the most reliable if you have a good internet connection 

b. Disadvantages: Less secure than other solutions that separate your LAN from 

the internet, some advanced networking skill needed to allow program transfers 

c. Hardware: Ethernet capable ,  1 – EDS-505A  , 1 – EDR-

G903 

 

2. Telephone/Ethernet Modem 

The Sixnet SLX-5MS-MDM allows you to connect to any Ethernet LAN over telephone 

lines. This provides the safety of a dedicated phone line with the accessibility of a direct 

Ethernet connection. You can also send numeric pages and serial messages using the 

Ethernet Modem’s dial-out feature. 

 

 

 

http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-505A_508A_516A_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/SLX-5MS-MDM.pdf
http://c-more.automationdirect.com/
moxa.com
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a. Advantages: Dial-out messages upon PLC input, more security than using the 

internet, creates a virtual bridge between your remote computer and the PLC’s 

LAN so you can control and program any device in that LAN (e.g. drives, HMI, 

embedded PC, etc…), PLC output to alarm SLX-5MS-MDM problems, fully 

managed switch to maintain a healthy and secure network - features RSTP, 

QoS, SNMP, VLAN, IGMP, PPP 

b. Disadvantages: You must have a dedicated phone line for your system, and a 

modem on both the PC and PLC sides of the network. The data rate is limited 

due to phone line limits, cannot send specific alarm data,  

c. Hardware: 1 –  SLX-5MS-MDM, 1 – PTSN modem (any mfg. will work)  

 

Wireless Solutions 

3. Wireless 802.11 b/g/n 

Wireless access points can turn your wired local network into a remote 

network with minimal effort. By adding a wireless AP/Client/Bridge to the LAN 

side and another to the PC side of your network, you can monitor and control it 

without tethering the components directly together via Ethernet cable. This is 

especially useful in mobile systems where a moving vehicle cannot be physically 

connected to a computer or the internet. This solution uses the the same 

technology used for the Wi-Fi in your home or office. 

 

 

a. Advantages: low to no wiring costs depending on your existing equipment, 

easy to implement future expansion in your network without re-wiring, no 

license required, fastest of the wireless solutions 

b. Disadvantages: Limited range of 100-300 ft with omnidirectional antennas 

(can be increased up to ~12.5 miles with directional antennas), line-of-

sight is important for speed and signal integrity 

c. Hardware:  1 – EDS-505A, 1 – AWK-4121, 1 – AWK3121, 1 – 

EDR-G903 

http://techcorner.quantumautomation.com/Pdf%20downloads/SLX-5MS-MDM.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-505A_508A_516A_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/AWK-4121.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/AWK-3121_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://www.sixnet.com
http://www.moxa.com
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d. Application Example: Automated Harbor Cranes 

 

4. Cellular 

For long range wireless access to a remote LAN, cellular devices can provide the 

best solution. They can connect to the internet via cell towers or can 

communicate point-to-point for an isolated network. There are many popular 

options for cellular communications from our MOXA product line. The solution I 

highlight here uses a Cellular-IP modem to connect your PLC LAN to the internet 

which can then be accessed from any PC via the internet.  

 

 
 

a. Advantages: line-of-sight not required, long range, only need a cellular 

modem on the PLC side, can handle rougher terrain than 900Mhz and 

802.11, low/no wiring costs, low power consumption, cell phone 

compatibility (in and out) 

b. Disadvantages: Must pay for cellular service (CrossBridge Solutions – pay 

by amount of data sent), setup may be complicated, must have cell towers 

in the vicinity, slower than Wi-Fi 

c. Hardware:  1 – EDS-505A, 1 – OnCell G3150, or 2 – OnCell  

G2100, 1 – EDR-G903 

d. See the MOXA White papers linked at the end of this document for 

additional information 

 

5. Radio Modem (900Mhz) 

For line-of-sight remote access in areas where land-lines are not present and cellular 

towers are not in range, 900 Mhz radio modems can provide a cost effective means of 

communication. With one modem at the PC side and another on the LAN side, you can 

have full access to your LAN from a distance.  

http://www.moxa.com/applications/Automated_Harbor_Cranes.htm
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-505A_508A_516A_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/OnCell_G3110_3150.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/OnCell_G2100_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/OnCell_G2100_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://www.moxa.com


 
 

techcorner.quantumautomation.com | 4400 East La Palma Ave. Anaheim, CA 92807. | P: 714-854-0800. | F: 714-854-0803  

 

 

a. Advantages: Ethernet and Serial ready, wide range depending on environment 

and antenna, no data plan, low/no wiring costs, no license required, low power 

consumption 

b. Disadvantages: Must be Point-to-Point or Point-to-Multipoint, line-of-sight is very 

important, can run into interference issues without proper planning 

c. Hardware:  1 –EDS-505A, 2 –  RAD-ISM900-EN-BD 

Best Solution: 

6. Embedded PC 

If you have an internet connection to your panel, 

then adding an embedded PC such as the UNO-2171 

from Advantech will give the most control of your 

system. You can modify your programs and monitor 

your hardware as if you were on site. Additionally, an 

embedded computer creates a convenient server for data logs and report generation. 

From your home or office, you can use custom VPN or commercial PC remote access 

software such as LogMeIn or GoToMyPC to access the computer. Once connected, you 

can then use your programming software to make project changes as if you were on-

site, at the panel. Alternatively, you can use phone line modems to connect the remote 

PC and your home or office PC. 

o Advantages: most reliable remote access solution, quick and seamless project 

modifications, allows user to monitor and control all equipment in the panel, 

minimal to no networking setup, most commercial remote access programs 

feature stringent security requirements 

o Disadvantages: embedded pc generates heat and takes up space, if it fails then 

you are limited to basic remote access features (no project transfer or data 

logging), if connected to the internet there’s always a possibility of unauthorized 

access 

  

http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-505A_508A_516A_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/RAD-ISM900-EN-BD%20Phoenix%20Contact%20Radio%20Modem%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/UNO-2171_DS-1.pdf
https://secure.logmein.com/
https://www.gotomypc.com/en_US/
http://www.moxa.com
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Recommended Hardware:  

Both products featured here are highly recommended for all of the above solutions but, they are 

not required. A managed Ethernet switch will control which computers are allowed to see into 

the network and which ones aren’t. The FL mGuard from Phoenix Contact provides firewall 

protection, network routing, NAT address translation, and VPN functionality. Although there is 

no absolute security for the internet, these two products will significantly decrease your 

vulnerability. 

 Managed Ethernet Switch (EDS-505A):  

Designed to control network traffic, a managed 

switch can be used instead of an unmanaged switch 

to control who can access the LAN. They can also be 

used to collect data on the traffic in and out of your 

network. Additionally, they allow you can create a 

self-healing or redundant network via RSTP, Turbo 

Ring, and Turbo Chain. Please see the links section 

at the end of this document for more information on 

the differences between managed and unmanaged switches. 

 

 Drop-in firewall solution: 

As mentioned last month, Quantum Automation carries two models: 

 

o  EDR-G903  

 Firewall/Router all-in-one solution 

 VPN will be available in Q4 of 2010 

 1 Digital input 

 This unit has three Gigabit copper and fiber combo ports 

 Redundant Power 

 Rugged enclosure good for harsh environments 

 -40 to 75°C operating temperature (available on wide 

temp. models) 

 

o  FL mGuard  

 Firewall/Router/VPN all-in-one solution 

 Features Stateful Inspection firewall 

 Built-in modem version available 

 Best for use on less harsh applications due to 

construction and environmental limits 

 0°C to 55°C operating temperature 

 

 

http://www.phoenixcontact.com/automation/32119_47082.htm
http://techcorner.quantumautomation.com/Pdf%20downloads/EDS-505A_508A_516A_Series.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/EDR-G903%20Datasheet.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/FL%20mguard%20Manual.pdf
http://www.moxa.com
http://www.phoenixcontact.com
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Addition Resources: 

 

1.  May 2010 Tech Corner – Network Security 
 

2. What's the difference between a hub, an unmanaged switch and a managed switch? 
 

3.  White Papers 
o Cellular Network Solutions 

o Cellular Modem vs Cellular IP Modem 

o Turbo Chain 

o Redundant Wireless 

o Private Cellular Networks 

 

http://www.scribd.com/doc/32062586/May-2010-Tech-Corner-Network-Security
http://www.phoenixcontact.com/automation/32119_32480.htm
http://techcorner.quantumautomation.com/Pdf%20downloads/MOXA%20-%20White_paper_Cellular_Network_Solutions.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/MOXA_White_Paper---What_%20is_%20the_%20difference_%20between_%20a_cellular_%20modem_%20and_%20a_cellular_%20IP_%20modem.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/MOXA_White_Paper---Turbo_Chain.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/Moxa_White_Paper---Using_Redundant_Wireless_for_Reliable_Industrial_Automation.pdf
http://techcorner.quantumautomation.com/Pdf%20downloads/MOXA_White_Paper---Accessing_Private_Cellular_Networks_from_the_Internet.pdf
http://www.moxa.com

